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(54) NETWORK SYSTEM HAVING SECRECY SERVICE FUNCTION 

(57)Abstract: 

PROBLEM TO BE SOLVED: To obtain a network system 
having a secrecy service function by which unitary key 
management is executed by enciphering the open key of 
a call opposite party exchange and a common key for 
enciphering a message whenever a call requesting 
secrecy communication occurs and distributing them. 
SOLUTION: A central management controller 20 and 
respective exchanges distribute the keys on demand by 
constituting a network independent of the public line 
network 22. For example, the exchange SW2 transmits 
opposite party information to the controller 20 when a 
call is made. The controller 20 transmits opposite open 
key and common key information to the exchange SW2 
by retrieving a database. The exchange SW2 enciphers 
common key information by the opposite party open key 
and transmits it to the exchange SW4 of the opposite 
party. The common key is obtained by decoding through 
the use of one's own open key. Therefore, message 
information is exchanged between the exchanges SW2 
and SW4 by enciphering it by using the common key. 
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■6. 

[0 0 6 3] Dft*MWIBBl3 0a. TTV^^JB 
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A#@S&1 1 5£g&L. S^DTH)Dft^H!3tt8 
*«K-f*. E«BB1 3 1 I*. T^-P^JnA#ia»1 
1 4©ttKfr£ii?<0$S££E1Jiri>. fit. P¥OTS6£ 

£&sn-f D^-v^u&jfluuiig&i 3 oat;, gsnuss 

[0 0 6 4] + ASSESS 1 2 01*. @6l=fcLvC&l= 
f&BJ-f -S=k?l=. tWkii 0 0l=«fcy. ^ffefSfiJ® 

«#**Bt^bL> cn^«a*s«#ffliaiH]Ki 2 2$- 
tag* 2 oi=2i* . 

[oo6 5] tp&mmmmi 20 1*. *&.mmum&.w. 

£*)jPLT. X^f-7^1 1 O aW^»jt«£frft3. Hi 
#<bSM oo-c#M*ffii*TflNMb**ifcafi'l1M» 

Its a«t3?*lfcX-f 1 0 atTJ^K^SSSL 

£ 1 1 3l=J:yi=|5|a3l:8MH2 2l=3iaiik*i4. 
[0 0 6 6] Z^-e, 7tP^lPAflElKl i 4&t;. 

rv^;uiiPA%iiiKi i 5a>taa*ii6-fHbai3iu &*f 
i=h^>^ 1 1 3©m*^a^b-r*»^'(bffli ooff) 

[0067] IH 6 \Z7fr-*femt& 1 O O l=fcl^T. 4«;fc 
ffllW>$;7i-XS!1 4 31*. «*ffl-f>5 7l-X@ 
Bl43at ££lb/#S#*tlHlS& 143bSSLti 

J***!*, f LT, r^-P^ttlA#l2]Kl 1 4ay, -x 
;uinA«[|]«& i i Sttrora-exi's/^i 1 oa^l 

[0 0 6 8] -73, feiSKEK XfiM 4 4 
li. ffiaiBHM-OS^x— XE81 44ai^M<b/^ 
*#»lal»1 44 bS*L.TltJ**:h.<6. fLT, I-7 
>71 13 ttoKX-X* 110a £i!LTT— *C73 

[0 0 6 9] AtUTDSin 4 5 1*. 3&UI1 OlZfelfSS 
1 1 1 CTJ^SlglslSS 1 2 0 (bftlfflfflt 14 2c 
i©M©-f>$7i-Xillir*t«. OHHfcfln 0 0 
li, a^afipi 4 1 l=4>A«9«fftt>2 oro^Mttc 
iSXSWi (==Ttt3t»«1 Of*!,) roasSSa^ 
-<D3*BB*ci:»«&«a£J?l^-t\ 5fel= 
IS 1 ~m 3 l=«fc y taw Lfc<fc 5 l=Hr>^— JS5©**« 9 
MW8EB2 0 3&xfePMlttl=«*»S«« CX««1 1 t 

fl^frfc 5 (a-b) £5&<S-f£„ 

[0 0 7 0] 36«#«^e,»¥A«ft-)er-5i:3l:8l«1 o 
I*. »M«fcfTfc5a«*-Kl::«fi1-*. *flt#fli 

©W[=fla»**#l+fH8-r-5 Z. i 1= J: 4Klf** pTttt* 

[0071] COTig^x&iS i oi*. flJMM (ftE-y- 



*juflttlslBn 3 oat;. K^SKi 3 1 (H5#re) 
l=fet^-c»E-y— tfx*ft*<*«::£fcfMM-«. -*i 
i=cty3E»ai oct)**«iSiH]Ki 2 oro«wi=cty» 
s-9— exi=^r-r-s. 

[007 2] SEt- Kl=»ff "T -5 <t . Bf^ftfl! 1 0 o 
I0MM1 4 2iSsm«i OC73**j5ia[i]Kl 2 oi=«fc 

yiwssis^s. »K-y— ex=E- Ki=»ff ut=s. 
&ttM oi±. **«j3iii]£&i 2 o tfx^ 

-Ka»l=»r3*. filffffil 4 2ct)-tr>$-J§@jlg»] 
M1 4 2 cl=£yffi¥$fc*^fc5pJffl#*4§-£-l»>* 
-JBW4iBB«cl=cfcyBS^b-r-S. ^"Cr. **fflSIe! 

m 2oi=cty. Bt#<t**ifc«*5fe»#t«ffl»»# 

t*a«#l**v !7 2 1 ?lLTif*g!H»8 

■2oi=a«-r*. 

[0073] *&<gmmmgiVi2 o-ei*. sm^M o*r> 

jfc»*i«ffl#»***l=T-r ^-7 2 0 1 (B2# 

X**i 1) o&BMI b &*tb & 
S*l=, **«lSi|»ga2 0l±. X*«1 oi 

x&ai 1 1 iH-e*Bi=a«**i4j« vb-v&temt? 
sfctocTj^iijg (a-b) **jaw*. 

[0074] cct>.fc?i=£jit£;Kfc#aa (a-b) 

fc. CctJ^iia (a-b) £S«i1 1 iif tifflfc 
1 IcD^BSSb^. 0C7)^BBSIal= 
*ypt*ftLr**«3«*«ltt«2 0^6S»«1 01= 

snrr-6. 

[0075] ggm 1 otit, tp&mmmmmw; 2 0 j: 

yS«Lfc»*<b-r-$£WH*fl:aM 0 Ot7)-tT>$-g 
£SMft GIB 14 2c X*#&m 1 0 <0«(Sa a £ ffl IA"C 

=*n=*y3E8«ii i©i.ssjsibty^- 

5?*Bt*fl:*-4*l=ttfil*-*ftR« (a-b) 
[0 0 7 6] Sttai 01*. 4>AM«Ib]Ki 2 onmw 

5. -7?. s.*«i i i=fc^ri±. atmto,mififTitt>*i 

4tWM«*-KI=IMT-r4. CcDB#^-eS«fc«1 0 
©nt#ftffl 1 o o tsma 1 1 <DW^b»4<^fl«^ll 

W—t 2 1 £«L-C£e&£;h,-5. 
[0 0 7 7] gtS$nfcEfj^-C. 35»«1 OcTJBt^baS 

1 o oto&mmmn 1 4 2 a t=«t y 

2 0*6»S*4xfc*««i 1 cD^BfifilbT-. iftiifil 

(a-b) SlWftt*. fit. Bt^ffiSSPI 4 Oct) 
ttiifi£SiS<tffl! 14 0a l=cfc yXMW1 1 1 ©«M4b»l= 

[0 0 7 8] Stt«1 1 ©Bt#ft«-CI*. SftLfcx- 
**»B«b-CtE#fl:L. (a-b) £IS£-f 

4 0 ZC7)B#^-e. ±fiLfcli?l=S>fL-C. 4S*^HK#f -i> 
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[0079] SIMM i©HHMb»r=as^ 

r, ftiSS (a-b) *<*«**tfcftjS-e. XfMH o 
©BHWbSl 0 0l::ttLTig«£fTfciMiiffi-f S. 

[0 0 8 0] CCOIB]. 4S*fli]IC*itLTI±. ^gffltsro* 
fit* -C & -5 T-#- 0 >Xt? £J* S - «*: t RTffit? fe -5> . 
ZrolS, ftWSPI 4 2©**fflWls]BM 42a tSM 

IH 1 1 OTEfadfe&JllHls&i 2 otrora-r?«;K5ilg^^ 

[0 0 8 1 ] Jfel/k-C. ^tl-ffiroXftfil 1 0, 11 ©BS 

imm-*. se««i oajBt^-fliaaji 4oi=&ivct*. 
x*«i i©Bt*<b»£©Bn-e#*HbL.f=#SMi (a - 
b ) sBS-^^w 1 o o om'smB i 4 1 <fc y m^gau 

1 4 OI=»L-C»«-r*. Bt-^ffllSfiPl 4 0«)St^g1 
4 0 b l±. UtrgB^JI® (a-b) £iHl>-C. CJx.tf.DE 
S, TripleDES*KDB6^b**l=J:yilt*{b*fT* 
5. c©**fl:S*ifcj« v-b-i?l*. >$:?x 

-Xffll 4 4^aUTHl««SHH2 2l=a(B**1.4. 

[0082] £8Mti 1 ro»J6-T-&ft*fl:» (flt-5-flm 
»©fl»») -ei*. S<ILfcBt^S:S^jia (a-b) 
tffliv 1 o«©nt*« i40b fcse©*jm= * 
y*«M 4 0oi=j:va4Hk«fTft3. ass* 

«l=»LT«*fl:Lfc^ vb-i5$S«t«. 3E8WM 

Jiti (a-b) SfflUMHMbLT. SIMM OfiiJIcSHI 

[0 0 8 3] ufA^TLfc^-e. Bt^bffli ooroa 
tea! 1 4 2 1*. mism& Hits ur^sae b 
m.m. (a-b) tasiEr**3i=»wL. c*ie,©&tf 

[0 0 8 4] feV9-Jn©4>jfe*3ltMPttB2 
zrofcft. «*s*<S8£*$tf*y «s 

vXfii UT!i{bA<pISIi:*§o 
[0 0 8 5] **9!©»l©3tlfc«'T?&S. 

T\ Bfr^ffc. «#<b*ffS:5ci:*<a*U^. 

B7l=jjvr < fc5f::, <I*©4Sl5fc3 0 Olz&ggB* 
K It £ J: ? ir-f -5. Z t T? RTfil-C fe -5 . 

[0 0 8 6] -tt£t>*>. S7T'lifSBSLT***L-C^§ 
A<. H6-eBiMLfcB»^bffll 0 05tM6©-ffl£fi»J 
**3 0 0l=«<;:i:j(i<W1lln**«. B7l=fel%r. ss 
*3 0 0l±, »J»gP3 o i tJ: yBg#-(b/a»fl:©«M6 

[0 0 8 7] gtt*©^BHttUS?*.*3 0 3. ^Sfl&lz 



$-Jg©*A^31iiiTOgS2 OlZ^b^-SBf-^-fb^-^ 
[0 0 8 8] Lfc^ot, S±£;tlfc&il@3 0 4^ffl 

tftiT, ffi3K3oo©t£«$;Ka3Hfc«i ol::i£ai-r 
5;:^:J&<A<li^te-e*■5. 

[008 9] El 7 ©HJ£0J©i§£\ 1 O ©BfrSHb 

»1 0 0©«S6i: LT. 4>ft*a«MPttC2 0l=&U 

y-c-v^niwufct;. sin o ©*]«#§ 
ii*<. Bt^bspi oo (ommimstta. 

[0 0 9 0] 

«T««»©xiiittia©if-$ *»»-r.5«i=-3i*-c 
is. h?— jmc* ya«B*jt«ur^*fc 

ft. h^-r >fcT-GSB#»££M-f 5C<tt-5m-r?fc 
■5 = 

[009 1] Lf:i?ot. *a5WI=«fcy^-f<— h ■ 
Z-v l-'7-i'l:fcUT. =§-3.— *ftt*m*%>Z.ttt<^ 

y^-c^5i<b-r-5C<!:A<T?^SIi^ye'j£<. v^fA 

* ^M-r -5 z <t * < «»ii=*S3.— yts* L-cas-r ^> 

[0 0 9 2] 4>ft*39MMftSBI=J:y-7cttl= 
X It&m iz «fc y * w t A<qHI6 k 4 * . C tilz J: y 

[0 0 9 3] 8*ggSroi©#fl (®S* 

[mi] ^jswcfled*-^ h7— ^vx-x Aic fcit 

[S2] ■b>^-^lcfci,+*fi : aftiJ^S2 2I=KI+ 

[g|3] «©E^M«ttn-4--SH-eft«. 

[EI4] 3E»«1 Olcfclf*±SHfliS©3iE*i$HI-SiB^ 

[H5] HHHbffi 0 0^^«LfcSJft«ro*S«I^P>y 

[me] ffl^bWi o o©3lffifi>I^p->*ll|-c-fe*„ 
[EI7] **w©»i©*16«-e**. 
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[08] «SSaffi<D«EI8*SiWr-5H-ea5«. 2 0 ^^f3«l»gS 

[Hi 0] ia^Bt^^^isiM-r^iii-efc^o 22 aftiattin 

[011] ^roMv^fAro-i^tit-feS. 1 0, 1 1 

[fc^roSftsin 201 -r-^^-x 

[01] 
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[12] 




201 



202 



[0 7] 
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[08] cm 1 o] 
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**{tas 100 



[06] 



1*3 f Aflfrg p 

Il43a 



145 



INF 



MM 



144 



I eaawiF K i44, 



13, 

MUX/DI/UX j- -1 44b 



142c 




140c 
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189] 




lOO 



n i] 




TOO 



1QO 




(51) Int. CI. 7 tt»]|B4 F I f-7n-K (##) 

H 0 4 M 7/00 H O 4 L 9/00 6 O 1 A 

6 O 1 E 

11/20 B 

F*-A(#^) 5B089 6A01 GA34 HA01 JAOO JB22 

KA17 KC57 KH30 
5J104 AA16 AA34 BA01 EA01 EA06 

EA19 JA03 MA06 NA02 NA03 

NA05 PA07 
5K024 AAOO DD05 GG08 
5K030 GA15 HA01 HC01 HD05 KA07 

LD17 

5K051 AAOO CC08 DD01 FF01 GG01 
GG13 HH04 HH15 JJ02 



